Box Security & Privacy

SecurityOverview

Security is of critical importance to Box.net, and we have taken comprehensive steps to ensure that your
files are as secure as possible inside the Box application. Our security model includes the following
components to give our clients the confidence they need to know that their data is safe with Box.net:

Data Center Security
Network Security
User Security

Application Security
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Privacy Policy

Data Center Security

Physical Access Contrebx.net hosts its servers at a Level3 data center in Emeryville, California.
Level3 is an enterprise-grade, Tier 1 data center and network provider with SAS70 certificationand
ongoing audits. Level3 provides a 99.9% network uptime guarantee and 24x7x365 monitoring. Physical
access to Box.net hardware is restricted at many levels, including RF-ID keycard and biometric scanning.

Data is stored on a secure internal storage cluster with encoded filenamesOur entire architecture is
behind an industry-standard Cisco PIX firewalivhich exposes only two ports: HTTP and SSL. Our
firewall examines every packet that traverses the firewall.

On the software side, every request is first passed through carefully programme?2 a.d audited
verification code which ensures, through checking authentication tokens, that the current client trying
to gain access is correctly authorized for the action requested.

Fault Toleranceour storage cluster provides N+2 fault toleranceso the cluster could experience a
double node fault and still maintain 100% data integrity. In the event of any node problems, the cluster
automatically begins restriping data so that N+2 protection is achieved again.
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Reliability and Redundancyturrently, we store about 50 versions of our storage file system as
local snapshotsin this manner, we can revert or recover files in the event of file consistency issues.

Network Security

SSL security for Business accoumis provide 256-bit Secured Socket Layer (SS&durity to
encrypt the data between the end user and Box.net (Business and Enterprise accounts only). This
ensures that all data transferred between Box.net servers and the Internet is encrypted.

No indexing of files by Search Engin@s disallowindexingof public files by search engines
or robots, and this prevents any random Internet access of your files on Box. All filenames are encoded
once they arrive on our servers.

User Security

Giving and Restricting File Accesigs uploaded to Box.net are private by default. They are
only accessible to others if the user shares them or makes them public. There are several ways to do
this:

1 Sharinga file or folder with one or more specific individuals (who then receive a unique link to
the designated file via email)

9 Creating a public linkto a file or folder

1 Creating a widget for a file or folder
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1 Granting a workgroup user accesw a folder or file

Access for Workgroup Usensith a Business account, a Box.net user may create up to 20 user

(workgroup) accounts. The administrator of the overall account manages which users have access to

which folders. (Access is set initially when the user account is created, and subsequently may be
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has either Read Only, Write Only, Read & Write, or Full (which includes the right to delete files)

privileges for the files he/she has access to. Workgroup User access to a Box is always password

protected, and any related files transfers are encrypted.
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Public Linkingwhen creating a public link to a file, a user may use either a web address or a direct

link. The web address option creates a unique URL (see below) for a web page where he/she can
download the file. A direct link creates a unique link to the file itself, allowing the user to embed the file
in web pages, blogs, third-party software, etc. Such linking is always at the discretion of the Box User.
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unique ID made up of a randomly generateccombination of letters and integers.

Retracting Shared Statughy document which has been shared or otherwise made public can
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links the user has ever created to the file or folder, removes it from his/her public box, and disassociates

it with any widget.

Application Security

Data AccesSBox.net uses proven password and privilege techniqués validate access to all
application data. Based on a user's privileges, our application system determines access and presents
the data. Should a user try to access something they are not authorized to access, they will be presented
with an error.

UserAuthentication:Box.net employs strong user authenticatiorwhich is used with every

request to the application. In essence, every single action in Box.net is only allowed after the system
confirms that the user has the privileges to perform the action.

Usage Logginga feature provided in the Box Enterprise product is the display of the last action of a
user. This logging gives administrators visibility into usage patterns in their account. All user activity is
logged in this manner.

Privacy Policy

We at Box.net believe strongly in the right to privacy of our customers. We have developed a
comprehensive privacy policy to protect our customers and inform everyone how we will use personal
information. Our current Privacy Policy can be found at www.box.net
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